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1
Decision/action requested

It is requested to approve the new KI for 3GPP TR 33.858.
2
References

[1]
3GPP TR 33.858: "Study on security aspects of enhanced support of Non-Public Networks (NPN) phase 2"
3
Rationale

This pCR proposes to add a new key issue to TR 33.858.
4
Detailed proposal

*************** Start of the Change ****************

5.X
Key issue #X: protect prioritized list of hosting networks in hosting network scenarios
5.X.1
Key issue details 

In 3GPP TR 23.700-08 [2], the existing SoR procedure is enhanced as follows: the SoR contains a prioritized list of hosting networks, for the scenario where the UE reuses home network credentials/subscription to access hosting network. The list is determined by the home network and may be associated with validity conditions, including time and location conditions.
If prioritized list of hosting networks is delivered via the malicious visited network, the malicious visited network may modify the prioritized list of hosting networks.

5.X.2
Threats

If the malicious visited network modifies the prioritized list of hosting networks, UE may access the hosting network with potential threats (e.g., privacy leakage).
5.X.3
Potential security requirements 
The 5G system shall protect the prioritized list of hosting networks.
*************** End of the Change ****************

